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1 Impact. RS&V identifies the fragility of textual ad- _
versarial examples, which might inspire more de-

fense and detection methods by pre-processing the =Ea,
Figure 1: The overall framework of the proposed RS&V method. text without degrading clean accuracy.

converted texts

INTRODUCTION ALGORITHM EXPERIMENTAL RESULTS

Natural language processing models are known to be vulnerable to Aloorithm 1 The RS&V Aloorih Table 1: The classification accuracy (%) and F1 score (%) of various detec-
adversarial examples and synonym substitution based attacks are gorithm © gorithm tion methods for Word-CINN and BERT on three datasets. N/ A denotes the
widely adopted for generating textual adversarial examples. Vari- | | Input: Input text = {w, wo, ..., w,}, target classifier f, substitu- | | normally trained model without the detection module.

ous defense methods have been proposed to mitigate the threat of tion rate p, number of votes k, stopword selection portion s.

. . . . . . GA PWWS PSO Textfooler HLA Average
textual adversarial examples, e.¢. adversarial training, input trans- Output: Detection result and restored label Dataset  Model - Method - Clean - —— -~~~
formations, detection, etc. 1: Calculate the stopword set VW containing the top s high fre- N/A 921 436 - 371 - 364 - 248 - 419 — 368 -

. . . . . .« . CNN DISP 916 773 837 765 850 780 8.8 69.0 808 792 859 76.0 84.2

In this work, we propose a 51mp1e yet effective detection method quency words in the training set F(SZWS 913 762 803 758 834 762 840 775 883 800 858 771 844
. . K . RS&V 91.3 84.1 90.2 851 922 868 940 86.0 948 88.1 948 86.0 93.2

called RS&V to resist adversarial attacks. 2: Initialize converted text set X = () A 10 s - 79 - w2 - a5 - 0 - ea -
3- fori=1— k do > Randomized Substitution fos Loop  DISP 945 853 778 852 703 838 809 830 811 856 842 846 789

L. . FGWS 946 872 829 888 825 877 88.0 892 915 8§91 905 884 87.1

MOTIVATION 4- Inltlallze ada hew teXt CEZ O RS&V 94.6 90.5 904 913 888 91.7 942 925 96.2 923 90.8 928 92.1
. . N/A 93.5 71.9 — 78.7 - 66.8 — 74.6 — 68.8 — 72.2 -

5: Randomly sample n - p words for P from i/ WV ropERr. | DISP 934 848 758 848 653 859 849 828 673 868 853 850 757

* Replacement sequence. We regard the optimization process of 6:  foreach word w; € P do | RSV 934 96 889 %03 70 915 947 912 926 SIS 947 908 916
synonym-based attacks as searching a specific sequence for word 7 Randomly select a synonym @} € S(w;) N/A &2 62 - 15 - 27 - 06 - 74 - 57 -

. . . . . ~ 1] DISP 872 488 683 431 648 533 744 393 612 620 774 493 692

replacement, in which the words mutually influence each other 8: Substitute w; € x; with wg NN FGws 865 647 828 647 840 697 875 726 900 728 874 689 863

o o o (o RS&V 86.3 796 940 80.2 948 809 950 79.2 941 81.7 945 803 94.5
and contribute together to mislead the target classifier. 9: end for VA oo 134 - 27 - 56 - 95 - 17 - e -

. . . o . 10- — : IMDB DISP 918 643 775 63.7 722 687 841 620 776 745 86.7 666 79.6
Hypothesis. We can eliminate the perturbation if we break the 10: X =AUz BERT  pGws 925 806 909 795 852 820 929 830 92 848 940 820 918
mutual interaction of the words in the replacement sequence. 11: end for 1;55‘1 oo R0 e B Be PP e TR 0 R

: L L 12: Calculate the prediction label for input text x: ¥ = arg max f(x 0 663 774 641 700 674 817 687 733 767 861 686 77
Observation. Randomly substituting words with its synonyms pr P y = argmax f(z) DL R0 T4 L D0 g3 a7 &7 B ) e 7
ld . 1 d . 'f’ 1 < h b > VOte & DEteCtlon RS&V 94.6 894 959 888 947 910 974 914 96.5 908 969 90.3 96.3
could consistently and significantly improve the robust accuracy _ k
: ; . e s : 13: Calculate the voted label: 4, = argmax ) ., f(x;) N/A 695 47 - 56 - 26 - 39 - 43 - 42 -
against adversarial examples while maintaining the high clean . L= ony DISP 698 374 671 356 638 393 706 359 665 450 763 386 689
: e 14: if y = 1, then FGWS 680 497 826 482 809 494 822 406 721 399 750 456 786
accuracy under various substitution rates. o ¢ Balse. i Bon; 1 RS&V 693 630 926 621 928 63.2 933 6L6 932 626 919 625 92.8
: oy 15: return ralse, y > benign sample ' N/A 767 138 - 256 - 89 - 179 - 115 - 155 -
RS&V. We detect adversarial examples to vote the prediction la- 16: end if Yehoo! ~ DISP 767 500 745 505 686 538 804 5.7 748 560 819 524 76
bel by accumulating the logits of k samples generated by ran- 17: return True, 7, > Adversarial example REGV 738 674 93 67 910 97 %7 716 1 700 99 95 930
domly substituting the words in the input text with synonyms. N/A 747 198 - 337 - 152 - 417 - 196 - 260 -
ROBERTA DISP 747 480 68.7 504 613 509 751 537 D576 552 786 517 683
FGWS 748 623 875 649 859 633 885 672 863 657 901 64.7 877
RS&V 76.0 664 903 668 86.7 681 922 683 868 68.7 928 67.7 89.8
THE FRAMEWORK OF RS&V
; ; : CONCLUSION
/Input E Randomized substitution 5 Query 5 Vote & Detection \ We propose a novel detection method RS&V against synonym sub-

; : _ L ~ stitution based adversarial attacks for text classification.

. / \ //ﬂ\ L2 L3 /ﬂ\\ 3 §>§ f(z1) * Novelty. We identify that randomized synonym substitution

: A1 o ;,’ S : : . . .

(wp) :[ o, o° l;: o} | QD) @) o =2 f(z2) i k ) could destroy the mutual interaction among words in the replace-
® A Q = @ L ) - . . .
@ . 2 % 1 @ Wy @ @ :> R ::> , o : f> argma ;f (@) ment sequence for adversarial attacks. Based on this observation,

: w; ~1 f Q L3 N — o ' ’

. k J we pr RS&V to effectively detect adversarial examples.

(ws) Embedding S/ @3)| |(@3) @ 0} E Sl ok : RS&V label e propose RS&V to effectively detec ersarial examples
.@ : o] ; = ||z | — — Effectiveness. Empirical evaluations demonstrate that RS&V

" : = L o T . . . . .
e P W,y . 52 E > 3 2@ pir s [ f(z1) ] adversarial could achieve better detection performance than existing base-
i E — § —/ ED — \ / if Uneq ual : M b b b ° *
(wy) @ T8 T lines while maintaining a high performance on benign samples.
i) @ L G| | 0 sl Ll : Generality. RS&V is generally applicable to all existing deep neu-
: E : U ':D: [ f(z) ] :D argmaz f(z) ral networks without any additional training or modification on
\\@ (un) @/ j?




