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Paper, code, and data are available:
https://github.com/xiaosen-wang/SIT

Motivation

Assumption: Without harming the semantic information,
the more diverse the transformed Image Is, the better
transferability the adversarial examples have.
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Transferability 574 77.6 793 80.6 836
LPIPS 0.25 043 048 054 0.73
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Structure Invariant Attack

Algorithm 1: Structure Invariant Attack

Input: Classifier f(-) with the loss function .J; The
benign sample & with ground-truth label y;
The maximum perturbation €, number of
iterations 7" and decay factor p; Splitting
number s; Number of transformed images N

Output An adversarial example.

a=¢/T, gs=0,x3" =z
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Attacking Ensemble Models and Defense Methods
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(e) DenseNet-121

(f) MobileNet
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